COTX Vulnerability Disclosure Policy
Introduction
COTX Company takes the security of our systems seriously, and we value the security community.
The disclosure of security vulnerabilities helps us ensure the security and privacy of our users. This
policy is intended to give security researchers clear guidelines for conducting vulnerability
discovery activities and to convey our preferences in how to submit discovered vulnerabilities to
us.
We encourage you to contact us to report potential vulnerabilities in our systems.

Guidelines
We require that all researchers:
Only use exploits to the extent necessary to confirm a vulnerability’s presence. Do not use an
exploit to compromise or exfiltrate data, establish persistent command-line access, or use
the exploit to pivot to other systems.
Notify us as soon as possible after discovering an actual or potential security issue. Once
you’ve established that a vulnerability exists or encounter any sensitive data (including
personally identifiable information, financial information, or proprietary information or trade
secrets of any party), you must stop your test, notify us immediately, and not disclose this
data to anyone else.
Provide us a reasonable amount of time to resolve the issue before disclosing it publicly.
Make every effort to avoid privacy violations, degradation of user experience, disruption to
production systems, and destruction of data during security testing;
Use the identified communication channels to report vulnerability information to us; and
Keep information about any vulnerabilities you’ve discovered confidential between yourself
and us until we’ve resolved the issue.
If you follow these guidelines when reporting an issue to us, we commit to work with you to
understand and resolve the issue quickly (including an initial confirmation of your report within 72
hours of submission).
In the interest of the safety of our users, staff, the Internet at large, and you as a security
researcher, the following test types are excluded from scope:
Findings from physical testing such as office access (e.g., open doors, tailgating);
Findings derived primarily from social engineering (e.g., phishing, vishing);
UI and UX bugs and spelling mistakes; and
Network-level Denial of Service (DoS/DDoS) vulnerabilities
Things we do not want to receive:
Personally identifiable information (PII)
Personal Payment Information

Reporting a vulnerability

If you believe you’ve found a security vulnerability in one of our products or platforms, please send
it to us by emailing security@cotxnetworks.com. Please include the following details with your
report:
Description of the location and potential impact of the vulnerability; and
A detailed description of the steps required to reproduce the vulnerability (POC scripts,
screenshots, and compressed screen captures are all helpful to us).
If you’d like to encrypt the information, please use our PGP key.
-----BEGIN PGP PUBLIC KEY BLOCK----xsFNBGITcWoBEAC1K2K9VCzDdr6JbK+ndgWwvBNpiDLs/bWZO2BVyTz0/lHHqSofujvdWJ/Sn3bjTFc/HDc2x5Ta+LJZq65jdP6TZ/JwTmGYqsayUDa0778y=rFuj
-----END PGP PUBLIC KEY BLOCK-----

What we would like to see from you
To help us triage and prioritize submissions, we recommend that your reports:
Describe the location the vulnerability was discovered and the potential impact of
exploitation.
Offer a detailed description of the steps needed to reproduce the vulnerability (proof of
concept scripts or screenshots are helpful).
Be in English.

What you can expect from us
When you choose to share your contact information with us, we commit to coordinating with you as
openly and quickly as possible.
Within three business days, we will acknowledge that your report has been received.
To the best of our ability, we will confirm the existence of the vulnerability to you and be as
transparent as possible about what steps we are taking during the remediation process,
including on issues or challenges that may delay resolution.
We will maintain an open dialogue to discuss issues.

Questions
May send questions regarding this policy to security@cotxnetworks.com. We also invite you to
contact us with suggestions for improving this policy.

